MAMSITKA §
JUIS OBYYAIOINUXCS OB MHPOPMAIIMOHHOM BE30OIACHOCTH
JNETEN

HEJ1b3A

1. Bcem nogpsg coobLuath CBOK YaCTHYHO MH(opMaumto (HacToswme UMs, paMmunmto, TenedoH,
afipec, HOMep LUKO/IbI, a TaKXe oTorpadum cBoun, CBOE CemMbu 1 Apy3ei);

2. OTKpbIBaTb BMOXEHHbIE (aii/ibl 3NEKTPOHHOI NOYTbI, KOrAa He 3Haellb OTMNPaBUTENS;
3. [py6uTh, NPUAMPATLCS, OKa3blBaTb [aBfeHNe — BECTU Ce6S1 HEBEXMBO U arpecCuBHO;

4. He pacnopspkaiics AeHbramu TBOei ceMby 6e3 paspeLLeHns CTapLlumx - BCerja crpalluBaii
poauTenei;

5. He BcTpeyalics ¢ VIHTEpHET-3HaKOMbIMUW B peasibHOM XXM3HU - MOCOBETYICSA CO B3POC/bIM,
KOTOPOMY [10BepSieLLb.

OCTOPOXXHO

1. He Bce nuwyT npasay. Yntaelwb o cebe Henpasay B IHTepHeTe — coo6Ly 06 3TOM CBOUM
POAUTENAM UK ONEKyHawm;

2. MpurnawaroT nepenucbIBaTLCs, UrpaTb, 06MEHNBATLCA - MPOBEPb, HET /N NOABOXA;
3. HezakoHHOe konupoBaHue (hainnos B IHTEpHeTe - BOPOBCTBO;
4. Bcerpa pacckasblBali B3pOC/ibIM 0 Mpo6siemMax B CETU - OHM BCErga NoMoryT;

5. Vicnonb3yit HacTpoiik 6e30MacHOCTY U NPUBATHOCTY, YTOBbI HE NOTEPSTh CBOW aKKayHTbI B
COLICETSIX U IPYrMx nopTanax.

MO>XHO

1. YBaxail agpyrnx nonb3osarenei;

2. Monb3yelbes VIHTEPHET-UCTOMHMKOM - AeNaii CCbINKY Ha HEro;
3. OTKpbIBaii TONbKO Te CCbINIKK, B KOTOPbIX YBEPEH;

4. O6LLATLCA 33 MOMOLLbIO B3POC/IbIM - POANTENN, ONEKYHbI U aAMUHUCTPALIMSA CaliTOB BCeraa
MOMOTYT;

5. Mpoiian 06yueHme Ha caliTe «CeTeBUYOK» 1 MOMYUM NAcnopT LM(POBOro rpaxaaHnHa!

MucbMo MuHo6pHaykm Poccum oT 14.05.2018 Ne 08-1184

O HanpasneHun nHpopmauuu

© Marepuan 13 CrnpaBo4HoM cucteMbl «ObpasoBaHue».

MoapobHee: http://vip.1lobraz.ru/#/document/97/443572/po480/?0f=copy-fabfc4bbf0
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NHOPOPMALIMOHHAS ITAMATKA JUISA OBYYAIOIIIUXCA

C KaXXabIM FolOM MOMOAEXMN B UHTEPHETE CTAHOBUTLCA GO/bLUE, & LUKO/IbHUKM OfHW U3 CaMblIX
aKTMBHbIX No/nb3oBaTenein PyHeTa. Mexay TeM, MOMMO OFPOMHOIO KO/IMYeCcTBa
BO3MOXXHOCTEM, MHTEPHET HECeT 1 NPob/embl. dTa NamMAaTKa A0/MKHa MOMOYbL Tebe 6e30MacHo
HaxoAWTbCA B CETU.

KomnbloTepHble BUPYChI

KoMnbloTepHbIii BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHBIX MPOrpaMm, OT/IMYUTENbHO
0CO6EHHOCTBLIO KOTOPOIA SIBNSIETCS CMOCOBHOCTb K Pa3MHOXKEHUIO. B 10NOHEHNME K 3TOMY,
BMPYCbl MOTYT MOBPEAUTL UM NOHOCTLIO YHUUTOXMUTb BCE (haiifbl U AaHHbIe,
MOAKOHTPO/bHbIE NO/L30BATENO, OT MMEHM KOTOPOro Gbi/a 3anyLleHa 3apakeHHas MporpaMma,
a TakXKe NOBPeAUTb UMK laXKe YHUUTOXMTb OMepaLMoHHYI0 CUCTEMY CO BCEMM (hailnamm B
LienoM. B 60/1bLIMHCTBE CNy4YaeB PacnpoCTPaHSIOTCS BUPYChl Yepe3 MHTEPHET.

MeTO/Abl 3alWTbl OT BPEJOHOCHbIX MPOrpamm:

1. Vicnonb3yii coBpeMeHHbIe OnepaLiMoHHbIe CUCTEMbI, UMEOLLIME CEPbE3HBIN YPOBEHb 3alLLUTbI
OT BPEAOHOCHbLIX MPOrpamm;

2. MocToAHHO ycTaHaBMBal navTu (LMMPOBbIE 3annaTKM, KOTOpble aBTOMaTUYECKU
yCTaHaB/MBAKOTCA C LieNbto AOpabTKM NporpaMmbl) 1 Apyrue 06HOBNEHUS CBOEV onepawMoHHON
cuctembl. CKaumBail NX TONbKO C opuLmanbHOro caita paspabotunka OC. Ecnm cyuectByeT
PEXNM aBTOMATUYECKOro 06HOBMEHUSA, BK/IKOUM €r0;

3. Pa6oTaii Ha CBOEM KOMMbIOTEPE Mo/, NpaBaMu NMo/b30BaTE NS, a He aAMUHUCTPaTopa. 3TO He
MO3BONWUT GONMbLIMHCTBY BPEAOHOCHbIX MPOrpaMmM MHCTaNIMPOBATLCS Ha TBOEM NEPCOHANIbHOM
KOMIMbIOTEPE;

4. icnonb3yit aHTUBUPYCHbIE NPOrpaMMHble MPOAYKTbI M3BECTHbLIX NPON3BOANTENEN, C
aBTOMATNYeCKVM 06HOB/EHVEM 6as3;

5. OrpaHnyb OU3MYECKMIA OCTYN K KOMMbIOTEPY As MOCTOPOHHMX NNLL;

6. icnonb3yi BHeLLHMe HOCUTENN MHOPMaLMK, Takne Kak (ieLlka, AUCK uam ainn n3
WHTEPHETA, TO/bKO 13 NMPOJEPEHHBIX MCTOYHWKOB;

7. He OTKpbIBail KOMMbOTEPHbIE (haiifibl, NOMYYeHHbIE U3 HEHAAEXHBIX UCTOUHUKOB. [laxe Te
(haiinbl, KOTOPbIE NPUCNAN TBOI 3HAKOMbIN. JTydlle YTOUYHW Y HEro, OTNPAB/S/ N OH Te6e KX.

Cetun WI-FI

Wi-Fi - 3T0 He Buf nepefayn AaHHbIX, He TEXHONOI S, a BCEro N1ib 6peHa, Mapka. Ewe B 1991
rofy HUAepnaHAcKas KomnaHus sapeructprposana 6peHs «WECA», 4To 0603Ha4Ya10
cnoocoyeTaHue «Wireless Fidelity», KOTOpbIA NepPeBOANTCS KaK «6ecrnpoBOAHas TOUHOCTb».

[0 Hallero BpemMeHu fowina gpyras abopesmnatypa, KOTopas ABNSETCA TaKOM e TEXHOOr e,
3710 ab6peBmatypa «Wi-Fi». Takoe Ha3BaHMe ObINO AaHO C HAMEKOM Ha CTaHAapT BbICLUNIA
3BYKOBOW TexHWKM Hi-Fi, 4TO B NepeBoje 03Ha4YaeT «BbICOKasA TOYHOCTb.



[a, 6ecnnaTtHbI UHTEPHET-A0CTYN B Kae, 0TeNsAX 1 asponopTax ABASETCA OT/IMYHOM
BO3MOXHOCTbIO BbIX0/a B UHTEPHET. HO MHOIMe 3KCNepTbl CUMTAKOT, YTO 06LWeA0CTYNHble Wi-
Fi ceTn He aBnsA0TCA 6€30NaCHbLIMM.

CoBeTbl Mo 6e3onacHoCcTK paboTe B 06LLEeA0CTYNHbIX ceTax Wi-fi:

1. He nepepasain CBOKO NNYHYIO MH(hOpMaL Mo Yepes obenocTynHble Wi-Fi ceTn. PaboTas B
HWX, YXenaTe/bHO He BBOAWTL Maposin LOCTYNa, IOTUHbI U KakKue-To HOMepa;

2. Micnonb3yil n 06HOBNSAI aHTMBMPYCHbIE MPOrpaMMbl U 6paHaMayep. TeM caMbiM Tbl
o6e3onacuLlb cebs 0T 3aKauKun BMpYyca Ha TBOE YCTPOICTBO;

3. Mpu ncnonbzoBaHmun Wi-Fi oTKAuM GyHKUMIO «OBLLMIA A0CTYN K (haiinam 1 NpUHTepam».
[JaHHas (hyHKLMA 3aKpbiTa N0 YMONYaHMI0, OAHAKO HEKOTOpPbIE M0/b30BaTe/IN aKTUBUPYIOT eé
Ans yao6cTea MCnonb3oBaHMs B paboTe Unn yyeoe;

4. He ncnonb3yi ny6nmyHblin WI-FI ana nepegaym MMUHbIX AaHHbIX, Hanpumep Ans BbiXoda B
couuanbHble CETU WX B 3/IEKTPOHHYIO NOYTY;

5. inonb3yii TONbKO 3aluileHHoe coeanHeHne vyepe3 HTTPS, a He HTTP, T.e. npu Habope Be6-
azipeca BBOAW UMEHHO «https://»;

6. B Mo6unbHOM TenedoHe oTKMOUM yHKLMIO «[lofgkntoyeHme K Wi-Fi asTomatmnyeckn». He
[0MyCKail aBTOMaTN4YeCKOro NoAK/YeHNs yCTpoincTsa K ceTam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble cetn

Couma/bHbIE CETV aKTUBHO BXO/AT B HaLLly XXW3Hb, MHOTUE NOAN PaGOTarOT U XKUBYT Tam
MOCTOSIHHO, a B Facebook yxke 3aperncTpmupoBaH MUNMAP YenoBeK, YTo SABNSETCS OAHOV
ceflbMoii BCex XwuTenelt nnaHeTbl. MHOTMe Nob30BaTe M He MOHMMALOT, YTO UH(opMaLMS,
pa3MeLLeHHas UM B COLMarbHbIX CETSX, MOXET ObiThb HaileHa U UCMO/b30BaHa KeM YrofHo, B
TOM umcre He 0653aTe/IbHO C 61aruMm HaMepeHUsMM.

OCHOBHbIe COBETbI M0 6€30MacHOCTU B COLMAsIbHbIX CETAX:

1. OrpaHunyb CNKUCOK Apy3elt. Y Tebs B ApY3bsSX He AOMHKHO BbITb CyYanHbIX 1 HE3HAKOMbIX
NoAen;

2. 3awmLuai CBOK YacTHYHO XM3Hb. He ykasbiBali naponu, TenedioHbl, agpeca, AaTy TBOEro
POXAEHMA W APYTYHO NMNYHYHO MHGOPMALMIO. 3N10YMbILLAIEHHWKA MOTYT UCNO/b30BaTh fJaxe
MHHOPMALMIO O TOM, KaK Tbl U TBOW POAMTENN NNAHNPYETE NPOBECTU KaHWUKY/bI;

3. 3almLLain CBOK penyTaLumio - AePXXK ee B YUNCTOTE 1 3aaBail cebe BONpoc: XoTen Obl Thl,
4TO6bI ApYrue NoNb30BaTENN BUAEN, YTO Thl 3arpyxaellb? Mogymait, npexae 4em 4To-To
ony6nnKoBath, Hanucartb 1 3arpysuThb;

4. ECnu Tbl FOBOPWLLb C /II0ABMM, KOTOPbIX HE 3Haelllb, He UCMOb3yli CBOE PeasibHOe MMS U
APYrYH0 NTMUYHYH MH(OPMALIMA: UMS, MECTO XMUTENbCTBA, MECTO YUeObl 11 NPoYee;

5. W36eraii pasmelleHns oTtorpadnii B IHTEpHeTe, rae Tbl 306paXKeH Ha MECTHOCTH, MO
KOTOPOIA MOXHO OnpeaennTh TBOe MECTOMO/OXEHWE;



6. Mpw permcTpauym B CoLManbHoO CETU He06X0AMMO MCMO/b30BaThb CIOXKHbIE NAPO/H,
COCTOSILLVE 3 BYKB M LGP M C KONMYECTBOM 3HAKOB He MeHee 8;

7. [ns counanbHoI CeTn, MoYTbl 1 APYryX CaliTOB HEOGX0AMMO MCMO/b30BaTh PasHbIe Naposn.
Torpaa ecnu Te6s B3IOMAKOT, TO 3/10yMbILLNIEHHUKIM NOAYYaT AOCTYN TOMBLKO K OAHOMY MECTY, a
He BO BCe cpasy.

ONeKTPOHHbIE AeHbIU

ONEKTPOHHbIE IEHbIM — 3TO OUYeHb YA0GHbIV CNOCO6 NNaTexeld, OAHAKO CYLLECTBYIOT
MOLLIEHHWKW, KOTOPbIe XOTAT NMOMYUYUTb 3TU [IEHBIW.

ONeKTPOHHbIE AeHLIY NOSBUNCH COBCEM HEAABHO M MMEHHO 13-3a 3TOr0 BO MHOTMX
rocyaapcTBax [0 CMX Mop He NPOMMCaHO NPO HMX B 3aKOHaX.

B Poccui Xe OHM (DYHKLMOHUPYIOT 1 0 HUX YXKE NPOMMCaHO B 3aKOHE, e UX PasfenstoT Ha
HECKO/IbKO BM/I0B - aHOHVMHble 1 He aHOHWMMHble. PasHuMLa B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOPbIX pa3peLLaeTcs NPoBOAWTbL onepauumn 6e3 aeHTU(MKaLMM Nob3oBaTeNs, a B
HeaHOHUMHbIX UAEHTU(NKALMM NONb30BaTeNs ABNSAETCA 0653aTeNbHOIA.

TakKe cneflyeT pa3imyath 3N1EKTPOHHbIE (IUATHbIE AeHbIV (PaBHbI FOCY4aPCTBEHHbIM Ba/IlOTaM)
1 3NeKTPOHHble HedMaTHble AeHbIN (He paBHbI FOCYaPCTBEHHbIM Ba/ilOTaM).

OCHOBHbIe COBETbI N0 6e30MacHoi pa60Te C 31EKTPOHHbLIMW AEHbraMK:

1. MpuBSHXK K CUETY MOBULHBIV TeNle()oH. ITO camblid YA0OHbIA U BbICTPbIN CNOCO6
BOCCTaHOBMTb AOCTYM K CYETY. MNprBA3aHHbIA TeneqoH NOMOXET, ecnv 3abyaellb CBOW
MNaTeXHbI Naposb MAK 3aiifellb Ha CaliT C HE3HAKOMOr0 YCTPOMCTBA;

2. Vicnonb3yii oiHOpPa3oBble Naponu. MNocne nepexo/a Ha YCUNEHHY aBTopu3aLmio Tebe yxe
He By/eT YrpoXaTb OMacHOCTb KPaXky U/ Nepexsata NiaTexHOoro naposns;

3. Bblbepu cnoxHbI Naposb. MpecTynHMKam 6yAeT He NpPoCcTOo yragaTb CNOXHbIN Naposb.
HageXxHble naponm — 370 Naponn, KOTopble CofepkaT He MeHee 8 3HaKOB U BK/THOHatoT B Cebs
CTPOYHbIE 1 MPONUCHBIE 6YKBbI, LMKPbI 1 HECKO/IbKO CMMBO/IOB, TaKMe Kak 3HaK [10/11apa,
(hyHTa, BOCKNMLATENbHbIN 3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBO/IM CBOW /INYHbIE [JaHHble Ha caliTax, KOTOPbIM He 0BepseLLb.
ANeKTPOHHas noyta

NeKTPOHHas NoYTa — 3TO TEXHOMOTUS W NPeAOCTaBNsIEMble €10 YCYT MO NEePEChIIKE U
MOMYYEHNIO 3NEKTPOHHBIX COOBLLEHNI, KOTOPbIE PacTIPeAeNIlOTCS B KOMMbIOTEPHOI CETH.
OGbIYHO 3NEKTPOHHBII MOUTOBIN ALMK BbIFNSANT CEAYHOLWUM 06pa3oM:
MMS_N0/b30BaTENA@UMS_oMeHa. Takke KpoMe nepeayn NpocToro TeKCTa, MMEeeTcs
BO3MOXKHOCTb MepefiaBaTh (haiibl.

OCHOBHbIE COBEThI M0 6€30NacHo paboTe ¢ 3NEKTPOHHOW NOYTOA:
1. Hapgo BbI6paTh NpaBW/IbHbINA NOYTOBLIV CePBUC. B MHTEPHETE eCTb OrPOMHbIN BbIGOP

6ecnnaTHbIX NOYTOBbIX CEPBMCOB, OAHAKO NyYLle JOBEPSATb TEM, KOTO 3Haelllb U KTO MepPBbIl B
PEATUHTE;



2. He ykasbiBail B IMYHOIN MOYTE NIMYHYIO MH(OpMaumto. Hanpumep, nydlue BblopaTb
«MY3blKabHbI_thaHaT@» nnmn «pok2013» BMeCcTo «Temal3»;

3. Ncnonb3yin AByxaTanHyto aBTopu3aumio. 3To Korga noMyMo naposns HYXXHO BBOAMTbL KO,
npucblnaeMblii no SMS;

4. Bblbepy CnoxXHbI Naponb. [0 KakAoro NoYTOBOro ALMKa AO/MKEH ObITb CBOM HAAEXHBINA,
YCTOIYMBbIN K B3/10MY Mapo/ib;

5. Ecnn eCcTb BO3MOXHOCTb HanucaTb CamoMy CBOI INYHBIA BOMPOC, UCMO/b3YI 3Ty
BO3MOXHOCTDb;

6. \cnonb3yin HeCKONbKO MOYTOBbIX ALWMKOB. MepBblIli 419 YaCTHOWM NepenucKy ¢ agpecatamu,
KOTOpPbIM Tbl J0BepsieLllb. DTO 3/1EeKTPOHHBIN afpec He Hafo MCMOo/b30BaThb NPV PErnCTpaLmm Ha
(hopymax u canTax;

7. He OTKpbIBaii (haiinbl 1 Apyrve BNOXEHWUS B MMCbMaX AaXe eC/IM OHW NPULLAK OT TBOUX
APY3€it. JTydlle YyTOUHW Y HUX, OTIPABASAM N OHU TeGE 3TU (haitfbl;

8. Mocne oKOHYaHMs paboTbl HAa NOUYTOBOM CEPBUCE NePes 3aKpbITUEM BKIaLKMN C CANTOM He
3aby/flb HaXKaTb Ha «BbIATU».

KnbepOyninHr nnv BupTyasibHOe U3AeBaTeNbCTBO

KnbepbynimHr — npecnefoBaHne cCoOOLLEeHNAMM, COAEPXKALLMMMN OCKOPOIEHUS, arpeccuio,
3anyrvBaHue; XyNMraHcTBo; CounaibHOe 60MKOTUPOBAHME C MOMOLLI0 Pa3/IYHbIX MHTEPHET-
CEepBUCOB.

OCHOBHbIE COBETHI N0 60pb6e C KN6EepOYNMMHIOM:

1. He 6pocaiica B 601. JTyuwumii cnoco6: MoCcOBETOBATLCS KakK cebs BECTU W, ECNMN HET TOrO, K
KOMY MOXHO 06paTUTLCS, TO BHaYase YCNoKOMTbCA. ECIM Tbl HAYHeLb OTBEYATb
OCKOP6/1eHMAMN Ha OCKOP6/IEHNSA, TO TO/BbKO eLle 60/bLUIe PasoXOKeLlb KOHMINKT;

2. YnpaBnsi CBOein KnbeppenyTaumei;

3. AHOHUMHOCTb B CETU MHMMas. Cyl.l.l,ECTBy}OT CNOCO6bI BbIACHUTb, KTO CTOUT 3a aHOHUMHbIM
adKKayHTOM;

4. He CTOWUT BECTMW XYNUTaHCKMiIA 06pa3 BUPTYaNbHOM XU3HU. VIHTEPHET (IKCUPYET BCe TBOM
[EViCTBMS U COXPaHSET UX. Y aanuTb X 6yaeT KpaiiHe 3aTpyaHUTENbHO;

5. Cobntofain CBoi BUPTYaslbHYH YeCTb CMOMOAY;

6. VIrHopupy/i eAMHNYHBIA HeraTue. OIHOPa30Bble OCKOP6UTE/bHBIE COOBLLEHNS NyuLle
UrHopupoBaTh. OGLIYHO arpeccyst NPEKPaLLAETCA Ha HauabHOM CTaaum;

7. BaH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMM COOBLLEHNSIMIA, B COLMABbHBIX CETSX
eCTb BO3MOXHOCTb 6/I0KMPOBKY OTMPaBKW COOBLLEHWIA C ONpeAeNeHHbIX afpecoB;

8. Ecnu Tbl CBUAETENb KN6epOYNMHra. TBOW AeNCTBMSA: BLICTYNUTL NPOTMB NPEcnefoBaTens,
MoKasaTb eMy, YTO ero AeiCTBMS OLLEHNBAOTCA HEFaTUBHO, MOAJEPXKAaTb XXEPTBY, KOTOPOIA



HY>KHa NCUX0M0rMYeckKasi MOMOLLb, COOBLLMTL B3POC/bIM O (DaKTe arpecCMBHOIO NOBeeHNs B
ceTw.

Mo6unbHbIA TeneqoH

CoBpeMeHHble CMapT(OHbI M MaHLLETbl CofepXXaT B cebe BNosHe B3POC/bIv PyHKLMOHAN, 1
Tenepb OHW MOTYT KOHKYpPUPOBaTh CO CTalMOHapHbIMU KoMMbloTepamu. OfHaKo, CpeacTs
3aLWUTbI ANA NOA0BHBLIX YCTPOWCTB NOKa OYeHb Masio. TeCTMPOBaHME U NOUCK YS3BUMOCTEN B
HUX NPOUCXOAMT He TaK MHTEHCMBHO, Kak anisi MK, To )Ke camoe KacaeTcsi U MOBUbHBIX
MPUNOXKEHWIA.

CoBpeMeHHble MOOW/IbHbIE Bpay3epbl YXKe MPaKTUUeCKU JOrHa/IM HaCTO/bHbIE aHANOM, 0O|HAKO
paclumpeHune yHKLMOHaNa BNeYyeT 3a Co60li 60/bLLYH CNOXHOCTb Y MEHbLUYHO 3aLL{MLLEHHOCTb.

[laneko He BCe NPOM3BOAMTENN BbINMYCKalOT 0OHOBNEHWS, 3aKPbIBAOLLME KPUTUYECKNE
YSI3BUMOCTY /151 CBOMX YCTPOIACTB.

OCHOBHbIe COBeTbI A/1 630MacHOCTV MOOW/ILHOTO TeneoHa:

1. Huyero He sBNsieTCs NO-HACTOsILLEMY 6ecrnaTHbIM. Byb OCTOPOXEH, Befb Koraa Tebe
npeaiaraloT 6eCnNaTHbI KOHTEHT, B HEM MOTYT GbITb CKPbITbI KAaKME-TO N/aTHbIE YCIYTK;

2. Oymait, npexxze YyeM oTnpaBuTb SMS, (hoTO MK BUAEO. Thl TOYHO 3HaeLLb, rAe OHU OYAYT B
KOHeYyHoM utore?

3. Heo6x0ayMo 06GHOB/IATH ONepaLMoHHY0 CMCTEMY TBOEr0 CMapT(OHa;
4. Vicnonb3yii aHTUBMPYCHbIE NPOrpaMMbl A7t MOGU/bHBIX TeNedoOHOB;

5. He 3arpy»xaii NpuioXKeHns 0T HEM3BECTHOTO MCTOYHIKA, Beflb OHW MOTYT COZlepXKaThb
BPeAOHOCHOE MPOrpaMMHOe 06ecneyeHue;

6. Mocne TOro Kak Tbl BblliA€LLb C caiiTa, FAe BBOAU IMYHYIO MH(OPMaLMIO, 3alifn B HACTPOIMKN
Opay3sepa 1 yaanu cookies;

7. Meproanyecku NpoBepsii Kakue NnaTHbIe YCNyrii akTUBMPOBaHbI Ha TBOEM HOMEPE;

8. [laBai1 cBOIN HOMepP MOGU/LHOTO TeNedhoHa TOMbKO /HOAAM, KOTOPbIX Thbl 3HaELLb Y KOMY
[0BEPSELLb;

9. Bluetooth gomkeH 6bITb BbIK/IKOYEH, KOTAa Thbl UM He NoMb3yellubes. He 3abbiBali MHOrAa
NPOBEPSATH 3TO.

Online urpbl

CoBpeMeHHble OHNAlH-UrPbI - 3TO KPaCOUHbIE, 3aXBaTbIBatOLLIME Pa3BNeUYEHNs, 00beNHAOLLME
COTHU ThICSY Y€e/I0BEK MO BCEMY MUPY. VIFPOKM 1CCNeaytoT AaHHbIA UM MUp, 06LLIAK0TCS ApYr C
APYroM, BbINOMHSOT 3ajaHNs, CPaXKatTCs C MOHCTPaMKM 1 NONYyYatoT OMbIT. 3a YA0BONLCTBIME
OHW MNATAT: MNOKYNatoT ANCK, ONMaYMBatOT aBOHEMEHT MM NPUOBPETAIOT KaKMe-To OMNLMNA.



Bce 3TV cpeacTBa MAYT Ha NoAAepyKaHue 1 PasBUTUE UIPbl, @ TAKXKE Ha camy 6e30MacHOCTb:
COBEPLLEHCTBYOTCS CUCTEMbI aBTOPU3ALMM, BbINYCKAOTCA HOBbIE NaTuy (LMPOBLIE 3annaTkKu
A5 POrpamM), 3aKpbIBatOTCSA YSI3BUMOCTMN CEPBEPOB.

B ﬂO,qO6HbIX nrpax CToUT onacaTbCA HE CTOJ/IbKO CBOMX COMNEPHNKOB, CKOJIbKO KPaXKn TBOETO
napo/sd, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3aLinin 60/bLINHCTBA nrp.

OCHOBHbIe COBETbI M0 6€30MacHOCTM TBOEr0 NIPoBOro akKayHTa:

1. Ecnwv apyroii urpok BefeT ce6s MI0X0 UK co3AaeT Te6e HEeNPUATHOCTK, 3a6/1I0KMPYIA ero B
CMICKE UTPOKOB;

2. HO)KaﬂyVICFI aAMUHNCTPATOPaM UIpbl Ha rnjoxoe nosefeHmne 3Toro Nrpoka, >XenaTesibHo
NPUNOXNTb KaKME-TO AOKa3aTebCTBa B BUAE CKPUHOB,

3. He ykasblBali TMYHY0 MH(OPMaLMIO B Npodiaiisie urpsbl;
4. YBaali Apyrnx y4acTHUKOB MO UTPE;

5. He ycTaHaBnmBali HeothuumanbHble NaTyn u Mofbl;

6. \cnonb3yii CNoXHbIe ¥ pasHble Naponu;

7. ke BO BpeMs Urpbl He CTOUT OTK/OUATh aHTUBUPYC. MOKa Thl Urpaellb, TBO KOMMbIOTEP
MOTYT 3apa3uTb.

PULLNHT NN KpaXKa JIMYHBIX AaHHbIX

OGbIUHOI KpaxKeli ieHer 1 AOKYMEHTOB CErOfHs YK€ HKOIO He YaAVBULLb, HO C Pa3BUTHEM
VHTEPHET-TEXHOOTUIA 3/10YMbILLIEHHVKI NEPEMECTUNICH B MHTEPHET, 1 MPOA0/KAIOT
3aHUMATLCA «/THBUMBIM» Je/0M.

Tak nosiBunack HOBas yrpo3a: MHTEPHET-MOLUEHHUYECTBA UV (ULLINHT, TNaBHas Lielb KOTOPOro
COCTOMT B NOTYHEHUW KOH(UAEHLUMANbHBIX JaHHbIX M0/b30BaTE/IEN — NOrMHOB 1 Naponeid. Ha
aHrnuiickom a3bike phishing untaetcs Kak gpuwnHr (ot fishing — pbi6Has nosng, password —
naponsb).

OCHOBHble COBETbI N0 60pb6e € PULLNHIOM:

1. Cnefy 3a CBOMM akkayHTOM. Eciv Tbl N0f03peBaelLb, YTO TBOSI aHKeTa Oblfa B3/10MaHa, TO
Heo6XxoAMMO 3a6/10KMPOBaTH ee 1 CO0OLLMTL aAMUHNCTPATOPaM pecypca 06 3TOM Kak MOXHO
CKopee;

2. Vicnonb3yii 6e30nacHble Be6-CaiThl, B TOM YKC/e, UHTEPHET-MarasuHoB U NMOUCKOBbLIX CUCTEM;

3. Vicnonbayit cnoxHble 1 pasHble naponu. Takum 06pa3oM, ecnv Tebs B3/10MaKOT, TO
3/10yMbILLNEHHWUKM MOyYaT JOCTYN TOMbKO K O4HOMY TBOEMY NPOGIM/II0 B CETU, & HE KO BCEM,;

4. Ecnv TeGsi B3IOManit, To HEO6X0AMMO NpeAynpeanTs BCEX CBOMX 3HAKOMbIX, KOTOPbIE
[006aBNeHbI y Te6S B APY3bsiX, 0 TOM, UTO TeGs B3/IOMaNN 11, BO3MOXHO, OT TBOEr0 UMeHU 6yaeT
pacchbINaThCst CNam U CCbIKMU Ha (IULLIMHIOBbIE CalThI;



5. YcTaHoBY HafexHbIin naposnb (PIN) Ha MOBU/IbHLIN TeNeqoH;
6. OTK/I0UM COXpaHEHWe Nnaposs B bpaysepe;

7. He OTKpbIBaii (haiinbl 1 Apyrue BNOXEHUs B MUCbMaX JaxKe eC/i OHU MPULLAN OT TBOMX
ApY3eii. Jlydile YTOUHW Y HUX, OTNPABASAAM N OHU TeGe 3TK (haiinbl.

LincppoBas penyTaums

LithpoBas penyTtaums - 3To HeraTMBHas UAM NO3UTUBHaA MHOpPMaL s B CETU O Tebe.
KomnpomeTupytoLas nHpopmauma pasmeLLeHHas B MHTEPHETE MOXET Cepbe3HbIM 06pa3om
0TPa3nTbCA Ha TBOEW peanbHOM XU3HW. «Lindposas penyTaums» - 3T0 TBOM UMUK, KOTOPbIN
(hopMupyeTcs U3 NHPopmauun o Tebe B MHTEPHeTE.

TBOE MECTO XXUTEeNbCTBA, yqe6b|, TBOE (*)I/IH&HCOBOE MOJIOXKEHME, 0CO6EHHOCTH XapaKTtepa n
paccKasbl O 6/IM3KNX - BCE 3TO HaKarn/nBaeTCs B CETU.

MHorune NoAPOCTKN NErKOMbIC/IEHHO OTHOCATCS K NYGAUKaLMM IMYHOA MHOpPMaLLMK B
NHTepHeTe, He NOHMMas BO3MOXHbIX NOCNEACTBUIA. Thl AaXKe He CMOXELLb A0rafaTbCs 0 TOM,
yTo (hoTorpagms, pasmeLeHHas 5 neT Hasag, cTana NPUYNHON 0TKasa NPUHATL Tebs Ha paboTy.

KommeHTapuu, pasmeLleHme TBOUX poTorpaduin n gpyrve LeiiCTBUA MOTYT He NCYE3HYTb faxe
nocse Toro, Kak Tbl UX yaanuib. Tbl He 3Haelllb, KTO COXpaHW 3Ty MHGopmauuio, nonana nu
OHa B MOWMCKOBbIE CUCTEMbI M COXPaHWMACh NIX OHa, a FNaBHOoe: YTO NoAyMatoT O Tebe
OKpYyXKatoLLee Noan, KOTopble HangyT v YBUAAT 3T0. HaiTu MH(opMaLmio MHOIO NeT CnycTs
CMOXeT Nt060IA - KakK 13 106pbIX NOBYXKAEHMI, TaK U C HAMEPEHNEM NPUYNHUTL Bped. 3TO
MOXET ObITb KTO YrOAHO.

OCHOBHbIe COBeTbI M0 3aLLmTe LU(POBOW penyTaLum:

1. Mopymaii, npexze YeM 4YTO-TO Ny6/MKOBaTb U Nepedasath Yy cebsi B 6n1ore unv B coumasnbHom
cetu;

2. B HacTpoiikax Npouns yCTaHOBM OrPaHUYEHNs Ha MPOCMOTP TBOEro NPOGUA 1 ero
COAEPXMMOTO, CLieNaii ero ToNbKO «Ans Apyaeii»;

3. He pa3meLLain 1 He yKasblBail MH(OPMaLMIO, KOTOPas MOXKET KOro-Mb0 0CKOp6nATb Un
0bmxarb.

ABTOPCKOE MpaBo

CoBpeMeHHbI€e LLIKO/bHUKN- aKTUBHbIE NM0/b30BaTeNN LIM(POBOro NpocTpaHcTBa. OHAKO
[aNIeKO He BCe 3HaOT, YTO NM0/b30BaHNE MHOTMMI BO3MOXXHOCTAMY LIMDPOBOro Mypa TpedyeTt
CO6/MIOfIEHNS NPAB Ha MHTENNEKTYaNlbHYH COGCTBEHHOCTb.

TepMUH «UHTENNEKTYaIbHasA COBCTBEHHOCTb» OTHOCUTCS K Pas/IMuHbIM TBOPEHUAM
UeNI0BEYECKOr0 YMa, HauMHas C HOBbIX M300PETEHMIA 11 3HAKOB, 0603HAYatOLLX COBCTBEHHOCTb
Ha NPOAYKTbI U YCNYTY , U 3aKaHUMBasi KHUraMu, (hoTorpadnsmm, KMHopuUIbMamm 1
MY3bIKa/IbHbIM POU3BEAEHNAMN.

ABTOpPCKME NnpaBa - 3TO NpaBa Ha MHTENNEKTYa/lbHY0 COOCTBEHHOCTb Ha MPOV3BEAEHNS HAYKM,
NUTepaTypbl U NCKyccTBa. ABTOPCKME NpaBa BbICTYMaOT B KAYeCTBE rapaHTUM TOro, YT



VIHTENNEKTYaNbHbIA/TBOPYECKMIA TPy aBTOPa He BYAEeT HanpacHbIM, IacT eMy CrpaBed/nBbIe
BO3MOXHOCTM 3apaboTaTh Ha pe3y/bTaTax CBOEro TpyAa, MoAyUYnTb U3BECTHOCTb U NMPU3HAHME.
HuKTO 6€3 pa3peLleHs aBTopa He MOXET BOCTPOV3BOAMTL €ro NPOM3BeIeHNE, PACMPOCTPAHAT,
Ny6/IMYHO IEMOHCTPMPOBATb, MPOAABATb, MMMNOPTMPOBATb, MYCKaTb B MPOKAT, My6/IMYHO
MCMOMHATD, MOKa3bIBaTh/UCMONMHSATL B 3Mpe 1AM pasMeLlaThb B VIHTEpHETe.

cnonb3oBaHme «MMpaTCcKOro» NporpaMMHOro 06ecneyeHnst MOXKET MPUBECTU K MHOTUM
pycKam: 0T NMoTepy AaHHbIX K TBOUM aKkayHTam 10 6/I0KMPOBKYM TBOEFO YCTPOIACTBA, rae
YCTaHOB/EHHbIN He NnerasibHas NporpamMma. He cTOUT TakXKe 3a0bIBaTb, YTO CYLLLECTBYET
neranbHble 1 6ecnnaTHbIe NPOrpamMMbl, KOTOPbIE MOXHO HaiTV B CETW.

O noptane

CeTeBMYOK.p(h - TBOI rNaBHbIA COBETUMK B CETU. 3[4€Chb Thbl MOXKELLb Y3HaTb O 6€30MacHOCTM B
CeTN MOHATHLIM U AOCTYMHbIM A3bIKOM, & NPW BO3HUKHOBEHMN KPUTUYECKON CUTYaL MK
00paTnTLCA 3a COBETOM. A TakXKe MPUHATL y4acThe B KOHKypCax M CTaTb CaMbIM LM(POBbIM
rpaxgaHnHom!

Mnucemo MuHobpHaykm Poccumn ot 14.05.2018 Ne 08-1184 "O HanpasieHnn nHgpopmauum'™



